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RMMM(RISK MITIGATION,MONITORING AND MANAGEMENT ) PLAN

  Analyze the risk which is related to the project and prepare RMMM plan.

Objective

Risk Mitigation is a problem avoidance activity, Risk Monitoring is a project tracking 
activity,Risk Management includes contingency plans that risk will occur.

The goal of the risk mitigation, monitoring and management plan is to identify as many 
potential risks as possible. Risk is a potential problem it might happen, it might not.To determine 
the potential risks checklists are used. These checklists help to identify potential risks in a generic 
sense. The project will then be analyzed to determine any project-specific risks.

When all risks have been identified, they will then be evaluated to determine their 
probability of occurrence. Plans will then be made to avoid each risk, to track each risk to determine
if it is more or less likely to occur, and to plan for those risks should they occur.

The primary objective of risk mitigation can be achieved by developing a plan. The 
objectives of monitoring are to assess whether predicted risks do/in-fact occur,to ensure that risk 
aversion steps defined for the risk  are being properly applied,to collect information that can be used
for future risk analysis.

Overview

The proactive management of risks throughout the software development life-cycle is 
important for project success. The risk management practice, which involves risk identification, 
analysis, prioritization, planning, mitigation, monitoring, and communication .Software 
development risks that seem to reoccur in educational and industrial projects A risk-driven process 
for selecting a software development model Risk in itself is not bad; risk is essential to progress, 
and failure is often a key part of learning. But we must learn to balance the possible negative 
consequences of risk against the potential benefits of its associated opportunity.

A risk is a potential future harm that may arise from some present action such as, a schedule 
slip or a cost overrun. The loss is often considered in terms of direct financial loss, but also can be a
loss in terms of credibility, future business, and loss of property or life.
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THE RISK MANAGEMENT:

The risk management process can be broken down into two interrelated phases, risk 
assessment and risk control, as outlined in Figure 1. These phases are further broken down. Risk 
assessment involves risk identification, risk analysis, and risk prioritization. Risk control involves 
risk planning, risk mitigation, and risk monitoring. It is essential that risk management be done 
iteratively, throughout the project, as a part of the team’s project management routine.
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RISK IDENTIFICATION:

In the risk identification step, the team systematically enumerates as many project 
risks as possible to make them explicit before they become problems. There are several ways to 
look at the kinds of software project risks, as shown in Table 1. It is helpful to understand the 
different types of risk so that a team can explore the possibilities of each of them. Each of these 
types of risk is described below

Generic risks are potential threats to every software project. Some examples of generic risks 
are changing requirements, losing key personnel, or bankruptcy of the software company or of the 
customer. It is advisable for a development organization to keep a checklist of these types of risks. 
Teams can then assess the extent to which these risks are a factor for their project based upon the 
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known set of programmers, managers, customers, Identify Analyze Prioritize Plan (Top) Mitigate 
(Top) Monitor Risk Management and policies.
. There are some specific factors to consider when examining project, product, and business 
risks. Some examples of these factors are listed here, although this list is meant to stimulate your 
thinking rather than to be an all-inclusive list.

TYPES OF RISKS INVOLVED:

1. People risks are associated with the availability, skill level, and retention of the people on 
the development team. 

2. Size risks are associated with the magnitude of the product and the product team. Larger 
products are generally more complex with more interactions. Larger teams are harder to 
coordinate. 

3. Process risks are related to whether the team uses a defined, appropriate software 
development process and to whether the team members actually follow the process. 

4. Technology risks are derived from the software or hardware technologies that are being 
used as part of the system being developed. Using new or emerging or complex technology 
increases the overall risk. 

5. Tools risks, similar to technology risks, relate to the use, availability, and reliability of 
support software used by the development team, such as  development environments and 
other Computer-Aided Software Engineering (CASE) tools.

6. Organizational and managerial risks are derived from the environment where the 
software is being developed. Some examples are the financial stability of the company and 
threats of company reorganization and the potential of the resultant loss of support by 
management due to a change in focus or a change in people. 

7. Customer risks are derived from changes to the customer requirements, customers’ lack of 
understanding of the impact of these changes, the process of managing these requirements 
changes, and the ability of the customer to communicate effectively with the team and to 
accurately convey the attributes of the desired product. 

8. Estimation risks are derived from inaccuracies in estimating the resources and the time 
required to build the product properly. 

9. Sales and support risks involve the chances that the team builds a product that the sales 
force does not understand how to sell or that is difficult to correct, adapt, or enhance. 

Procedure

RISK MITIGATION:

Related to risk planning, through risk mitigation, the team develops strategies to reduce the 
possibility or the loss impact of a risk. Risk mitigation produces a situation in which the risk items 
are eliminated or otherwise resolved.

Risk avoidance: When a lose-lose strategy is likely, the team can opt to eliminate the risk is an 
example of a risk avoidance strategy is the team opting not to develop a product or a particularly 

[Type text] [Type text] [Type text]



MVR COLLEGE OF ENGINEERING AND TECHNOLOGY 

risky feature.

Risk protection: The organization can buy insurance to cover any financial loss should the risk 
become a reality. Alternately, a team can employ faulttolerance strategies, such as parallel 
processors, to provide reliability insurance.

Risk planning and risk mitigation actions often come with an associated
cost. The team must do a cost/benefit analysis to decide whether the benefits
accrued by the risk management steps outweigh the costs associated with implementing them. This 
calculation can involve the calculation of risk leverage.

Risk Leverage = (risk exposure before reduction – risk exposure after reduction)/cost 
of risk reduction

If  risk leverage value, rl, is ≤1, clearly the benefit of applying risk reduction is not worth its 
cost. If  rl is only slightly > 1, still the benefit is very questionable, because these computations are 
based on probabilistic estimates and not on actual data. Therefore, rl is usually multiplied by a risk 
discount factor ρ< 1. If ρ rl > 1, then the benefit of applying risk reduction is considered worth its 
cost. If the discounted leveraged valued is not high enough to justify the action, the team should 
look for other, less costly or more effective, reduction techniques.

RISK MONITORING:

After risks are identified, analyzed, and prioritized, and actions are established, it is essential
that the team regularly monitor the progress of the product and the resolution of the risk items, 
taking corrective action when necessary. This monitoring can be done as part of the team project 
management activities or via explicit risk management activities. Often teams regularly monitor 
their “Top 10 risks.” 

Risks need to be revisited at regular intervals for the team to reevaluate each
risk to determine when new circumstances caused its probability and/or impact to change. At each 
interval, some risks may be added to the list and others taken away. Risks need to be reprioritized to
see which are moved “above the line” and need to have action plans and which move “below the
line” and no longer need action plans. A key to successful risk management is that proactive actions
are owned by individuals and are monitored.

Viva-Voice Questions

1. What is Risk Mitigation?
2. How can a developer can monitor a risk?
3. How a risk can be managed?
4. What is RIS?
5.What are the different kinds of risks that may occur in software project?

Lab Report

After successful completion of this lab, the student will have the ability to identify risks, monitoring
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the risks and managing of those risks.
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